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In a global insurance environment facing change at an 
unprecedented rate, the London Market’s experience 
and expertise remains reassuringly consistent.  

This is not to say that London can sit back, assured of 
its place as first choice provider based on reputation 
alone. The global insurance market demands more 
than history as a reason to come to London, which is 
why areas in need of improvement and modernisation 
have been identified and measures put in place to 
address any shortfalls. 

Along with industry led measures, an understanding of potential 
market disrupters is vital. Anticipating changing risk perceptions 
is key to retaining the unique benefits of the London Market. 

Political influences are never far from the headlines but business, 
environmental and societal drivers should not be overlooked as 
they remain key to any forecast. As 2019 promises to continue 
down this evolutionary path, we offer our predictions on some of 
the London Market’s priority areas. 

BACKGROUND  
The potential impact of Brexit has dominated industry headlines 
and conversations throughout 2018 and, as we enter 2019, this 
shows no sign of abating. The analysis is both understandable and 
much needed; any of the Brexit options on the table will have a 
significant impact on the London Market. 

As things currently stand – which we appreciate changes on an 
almost daily basis – the likelihood of a no deal Brexit (‘managed’ 
or otherwise), a general election or an extension to the 29 March 

 

 
  



  

 

deadline are still real possibilities. Arguably, the 
probability of those events has increased following 
the vote against the Brexit deal on 15 January.  

This continued uncertainty has resulted in many 
companies establishing new EU subsidiaries. Others, 
including smaller insurers, have formed relationships 
with local carriers to ensure they are able to 
underwrite EEA business in the event of no deal. On 
7 January, the FCA opened the notification window 
for the temporary permissions regime allowing EEA-
based firms currently passporting into the UK to 
continue new and existing regulated business within 
the scope of their current permissions in the UK for a 
limited period, while they seek full FCA 
authorisation. 

With the final position still unknown, the London 
Market will continue to execute contingency plans in 
order to safeguard its commercial position. 

In addition to the shifting political landscape, the 
increased use of technology continues to influence 
every aspect of the London Market. The London 
Market Target Operating Model has gathered 
considerable momentum and artificial intelligence is 
already being applied to process claims. The market 
is also grappling with new risks, such the increased 
use (and misuse) of drones, 3D printing and 
autonomous vehicles, with very little or no historical 
data for guidance.  

Losses attributed to climate change were felt across 
the entire London Market in 2018 and this trend 
looks set to increase, as evidenced by the FCA and 
PRA both consulting on the impact of climate change 
on financial institutions. 

In the midst of this political and technological 
transformation, the London Market has reassessed its 
priorities to ensure that it maintains its unique 
positon by staying current, relevant and competitive. 
Lloyd’s starts 2019 with a new chief executive, John 
Neal, taking over the helm from Inga Beale. Business 
lines have been analysed: some have streamlined, 
some have diversified; very few have stood still.  

Against this background, we consider the key 
priorities for the London Market in 2019. 

CYBER 
Since the advent of the GDPR in May 2018, there has 
been an increased awareness of data subjects to 
claim for damages following a data breach. We have 
seen evidence of claimant solicitors farming claims 

through social media, and we expect this trend to 
continue throughout 2019. Whilst this is likely to 
cause some market exposure, it may also drive much 
needed clarification of the law around the extent to 
which individuals must prove loss, and what damages 
data subjects may be entitled to. We also expect to 
see the first major post-GDPR regulatory decisions by 
the ICO following the data breaches affecting the 
likes of BA, Facebook and Marriott.  

In terms of threat vectors (the route that malicious 
attacks take to infect systems and networks), 
Ransomware attracted widespread media attention 
following Wannacry in 2017, but fell off the radar in 
2018. However, the absence of headlines does not 
mean that the problem has gone away. Rather, we 
predict that such a threat will continue to be a 
major source of exposure to the market into 2019. 
Ransomware is expected to continue to rise both in 
terms of scale and the level of demands, particularly 
as the barriers to entry for threat actors (the 
individuals or organisations committing the malicious 
acts) are swiftly diminishing. This is evidenced by 
the rise of Ransomware as a Service (“RaaS”), which 
is packaged and accessible ransomware software 
offered through a vendor platform and offers a 
profitable return for even the most novice of threat 
actors.  

We also expect to see a continued rise of 
sophisticated phishing attacks used to exploit 
vulnerabilities in enterprise O365 cloud services. 
Attackers are using more sophisticated techniques to 
infiltrate supply chain vulnerabilities to harvest 
financial data and conduct fraudulent transfers of 
money. We predict an increased number of claims 
relating to non-traditional targets and IOT devices, 
due to their increased connectivity but weak security 
measures. 

In light of an increased number of claims across the 
market, we expect there to be a focus on coverage 
issues, particularly where there are major loss 
incidents. It remains to be seen whether the policy 
coverage issues arising in the US will come to roost in 
the UK. For example, it will interesting to see 
whether food giant Mondelez are successful in their 
ongoing US$100 million claim against Zurich, who 
relied on an exclusion for “hostile or warlike action 
in time of peace or war” by a “government or 
sovereign power” following the Russian attributed 
NotPetya attack. 

Contacts: Tom Pelham and Oliver Dent 



  

AVIATION 
Drones hit the headlines at the end of 2018 and 
again in early January as sightings caused Gatwick 
and Heathrow to suspend flights due to safety 
concerns. The extent of the disruption highlighted 
the need for effective counter drone technology 
which led the government to issue its response to 
the recent consultation (of which we were one of 
5061 responses provided) stating that they intend to 
progress the draft Drones Bill in 2019 to address 
these issues. What this legislation looks like and how 
any new measures will be implemented (in addition 
to those addressed by the updated Air Navigation 
Order, coming into effect in November this year) will 
be of interest to many in the London aviation 
market.  

As will, of course, the impact of Brexit. There is still 
no certainty as to how UK carriers, particularly those 
with small margins, will respond. Faced with the 
threat of higher tariffs and landing fees when flying 
to destinations within the EU and potential labour 
difficulties, some may look to relocate into the EU. 
This is notwithstanding the EU’s recent assurance 
that it would not immediately ground intra-EU flights 
operated by British airlines after 29 March in the 
event of no deal; the fact that such assurance is 
needed highlights the enormity of the potential 
disruption. 

Contact: Simon Balls 

PRODUCT LIABILITY AND LIFE SCIENCES 
Last year, the Prime Minister announced her 
ambitions to position the UK ‘at the forefront’ of the 
artificial intelligence revolution in healthcare with a 
focus on the NHS developing algorithms that can use 
amassed patient data to warn GPs when a patient 
should be referred to an oncologist or another 
specialist. However, use of these AI based 
techniques may result in product liability issues.  

For example, when an AI diagnosing software 
machine fails to detect a cancerous tumour and the 
patient dies as a result of the misdiagnosis, who will 
be considered responsible? The treating 
doctor/hospital and/or the seller of/the AI 
technology service provider for a negligent service 
and/or the AI machine manufacturer/software 
designer for a defective product? The liability matrix 
will be complex and those in the AI technology and 
healthcare arena will need to ensure they have 
adequate policy cover and contractual protection 



  

when providing and using services and products with 
AI technology. 

The growth in use of 3D printing in healthcare is 
considered revolutionary and although 3D printed 
medical devices and drugs are generally considered 
to be safer and more cost effective, they could pose 
complex legal issues for their manufacturers. A 3D 
printed medical product may appropriately serve its 
intended designed purpose but may also carry 
defects that causes its end user injuries, for example 
an allergic reaction or a more long term disease such 
as cancer. As a product’s design includes its 
labelling, a design defect claim could include failure 
to warn/provide adequate instructions and, 
therefore, labelling based claims could rise.  

The medical device industry is forecast to have its 
global annual sales rise by over 5% a year and to 
reach nearly US$800 billion by 2030. Medical devices 
using a wireless connection such as pacemakers, 
defibrillators and monitors are all at risk of 
exploitation by hackers, for example instructing an 
infusion pump to overdose a patient. Product 
liability claims may be made where a software 
vulnerability and/or cyber security risks results in 
property damage and/or personal injury and is not as 
safe “as persons are generally entitled to expect”. 
However, insurance policies may not provide 
coverage for every consequence of a cyber-attack. 

Contacts: Trevor Davies and Karishma Paroha  

MARINE 
The discussions around autonomous vessels and the 
use of blockchain remain relevant as both are 
genuine contenders to revolutionise the marine 
market. However, their impact may be less 
immediate than seemingly less ‘exciting’ 
developments, such as the courts’ interpretation of 
fair presentation of risk under the Insurance Act 
2015. Shortly after this report is published, Kennedys 
will be involved in the first case testing this duty 
during the course of a 19-day trial, the ramifications 
of which will be felt across the breadth of the 
London Market. 

Regulatory changes in the shape of the International 
Maritime Organisation’s new sulphur cap on marine 
fuel, implemented as a response to some of the long 
term concerns over the environmental credentials of 
the global maritime industry, will also come into 
play this year. The cap – which comes into effect on 
1 January 2020 - will result in charterparty clauses 
being amended and unresolved issues (such as the 

accepted use of scrubbers) debated. This upcoming 
transition period could result in delays and, 
therefore, associated claims.  

Climate related risks and claims will continue to 
impact the London Market. Last year saw substantial 
claims under marine policies for ‘vine to wine (bar)’ 
cover following the Californian wildfires and the 
yacht market was again hit by devastating hurricanes 
and windstorms. The market has already reacted; 
capacity has decreased, rates are hardening and 
cover is being reviewed. With ‘extreme’ weather 
events becoming more commonplace, we do not see 
this trend reversing in 2019. 

With no end in sight to the Brexit negotiations, cargo 
delays in the event of a no deal exit are a genuine 
concern. How the channel ports will cope with the 
additional checks potentially required to process the 
10,000 lorries arriving every day and the impact this 
will have on the UK’s supply chains remains 
unknown. 

Contact: Christopher Dunn 

PROPERTY DAMAGE AND CASUALTY 
Following on from last year’s hurricanes and 
earthquakes, natural weather events continued to 
cause insurers significant losses. Wildfires in the US 
and Portugal caused extensive damage and loss of 
life. September was insurers costliest month with 
Hurricane Florence hitting the US and Philippines and 
Japan being hit by typhoons.  

Closer to home Brexit continues to dominate the 
agenda and with it brings the risk of civil unrest in 
the run up to and following Brexit which may cause 
property damage insurers concerns. The 2011 riots 
caused insured losses of circa £200 million and the 
recent ‘Yellow Vest’ protests in France show how 
quickly disturbances can build momentum. Insurers 
can take some comfort that following the 2011 riots 
new legislation, in the form of the Riot 
Compensation Act 2016, was introduced to replace 
the outdated 1886 Riot (Damages) Act. This confirms 
that material damage can be recovered although any 
claim is limited to £1 million and consequential 
losses will be excluded. 

Turning to the casualty side, cyber claims continue 
to dominate the headlines. Here we are seeing an 
increase in such claims (data loss) being notified 
under the Data Protection Act extension which forms 
a standard extension to many Combined / Public 
Liability policies. With an increasing number of 
companies suffering data breaches, often through 



  

hacking, and the financial repercussions under the 
GDPR legislation then the number of claims under 
this little known extension is expected to rise. 

In addition, important issues such as climate change, 
plastic beads and nano technology remain very 
topical though whether these will materialise into 
large losses for insurers over the next 12 months 
remains to be seen. 

Contact: William Brown 

CONSTRUCTION AND ENERGY 
We expect it will be increasingly difficult to insure 
coal mining development projects in 2019. A number 
of underwriters have made corporate pledges either 
to support carbon reduction targets or not to support 
any new coal plants. For example difficulties in 
finding insurance capacity for the US$1.5 billion 
development of the Carmichael coal mine in 
Queensland were reported in the insurance press 
prior to Christmas.  

Will 2019 be the year fracking takes off in the UK? 
Cuadrilla were finally able to carry out flow tests at 
their site in Lancashire in late 2018. The results have 
not yet been published. When they are, the market 
will have a better understanding of the commercial 
viability of UK shale deposits. All published estimates 
and extrapolations to date have been based on 
geological surveys, which are inherently unreliable. 
One other barrier to development is the UK 
government’s seismic monitoring restrictions. The 
level has been set very conservatively, which has led 
to a series of enforced shutdowns at Cuadrilla’s site 
near Preston. If Cuadrilla’s results are favourable, 
we expect they will lobby government very hard to 
raise the level of these restrictions. 

Investment in offshore oil and gas remains somewhat 
“in limbo”, still suffering the effects of the oil price 
crash in 2014. While the oil price slowly recovered in 
the period from 2015 to Q3 2018, the price has 
recently dipped again, mainly due to concerns about 
the impact on demand of a US/China trade war. If 
the US and China can reach a settlement in the early 
part of 2019, we would expect to see renewed 
capital expenditure on offshore projects before the 
end of 2019. 

On the construction side, last year we highlighted 
the emergence of a variety of new professional roles 
in design and build contracts and the risk of viewing 
these in isolation when considering the duties of 
each when, in practice, all of the separate roles and 
duties fit together in the jigsaw of a professional 
team. Looking to the year ahead, we anticipate that 
this will develop further still with the publication of 
the NEC4 Alliance Contract focussing on 
collaboration and openness between those involved 
in construction projects and paving the way for 
multi-party contracting. This continuing trend will 
undoubtedly lead to much needed judicial comment 
to assist with appropriate allocation of 
responsibilities within these roles. 

Elsewhere, the impact of the unstable financial 
markets is likely to produce further construction 
insolvencies which will continue to challenge the 
market, as will potential labour and supply chain 
issues post-Brexit. 

Contacts: Iain Corbett and Graeme Baird 



  

PROFESSIONS AND FINANCIAL LINES 
The UK government created the Cryptoassets 
Taskforce in March 2018 to monitor and evaluate the 
use of digital coins and financial technology. The 
Taskforce has concluded that there are potentially 
significant benefits to be gained from developing this 
technology but with those gains come substantial 
potential risks, notably the opportunity for illicit 
activity and the future threat to financial stability. 
The nature of cryptoassets (and the technology 
behind them) are evolving quickly and financial 
institutions will need to keep these under constant 
review.  

Another threat to financial stability is that of climate 
change. The increased frequency of weather-related 
catastrophic events contributed significantly to a £2 
billion loss for Lloyd’s of London in 2017. Customers 
are demanding ‘green’ financial products and the 
impact of climate change on financial services and 
markets has led to both the PRA and the FCA 
publishing discussion papers on banks’ and insurers’ 
approaches to managing the financial risks from 
climate change which will continue to shape the 
conversation into 2019. 

Worldwide, regulatory bodies are moving towards 
holding corporate entities (as well as individuals) 
criminally liable when things go wrong. This has seen 
the advent of the Criminal Finances Act 2017, which 
came into force on 30 September 2017. Under this 
Act, companies and partnerships (and not just 
individuals) can now be criminally liable if they fail 
to prevent tax evasion. Although no new tax offences 
have been created, the scope for prosecution of 
existing offences has widened as evidence of the 
involvement of a ‘directing mind’ is no longer 
required. We anticipate an increase of claims in 2019 
under these provisions. 

Contacts: Jennifer Boldon and Jeremy Riley 

POLITICAL RISK 
Those hoping for a calmer year politically seem likely 
to be disappointed. Of particular relevance for 
insurers writing business in the energy sector are the 
forthcoming general elections in Nigeria and 
Ukraine. In Ukraine, one cannot rule out the 
possibility that Russia will intervene in some way or 
other to undermine electoral candidates it sees as 

hostile to Russian interests and to promote 
candidates that are deemed to be friendly to 
Moscow. In those circumstances, it is likely that 
additional sanctions against Russia would at least be 
considered. More generally, whilst a major 
escalation in fighting appears unlikely, there remains 
the possibility that sporadic conflicts may occur, 
such as the recent clash in the Kerch Strait, with the 
potential for collateral damage to property and 
infrastructure. 

In Nigeria, a win for the incumbent and frontrunner, 
Muhammadu Buhari, would, at best, mean few 
significant changes for the next few years. However, 
Buhari is aged and is not in the best of health, and if 
(as appears likely) his health problems continue, his 
recurrent absences would likely lead to political 
infighting and stasis. In those circumstances, the risk 
of attacks on oil infrastructure would rise, since an 
absence of strong leadership would make it more 
difficult to negotiate with militant groups operating 
in the Niger Delta. 

Elsewhere in Africa, insurers should keep a weather 
eye on the recent allegations of fraud in relation to 
US$2 billion of lending to state-owned companies in 
Mozambique, which has so far seen two banks (Credit 
Suisse and VTB) implicated and 18 people indicted in 
Mozambique, including a former finance minister. 
Whilst Mozambique has had issues with significant 
undisclosed debt, there are now also rumours that 
Zambia may be sitting on even greater levels of 
undisclosed debt. If these rumours are found to be 
true, then insurers may expect to see claims similar 
to those arising from the Mozambique debt crisis. 

Finally, oil prices remain volatile, with prices falling 
below US$50 per barrel at the end of 2018 from a 
four-year high of over US$80 per barrel in 
September. Should prices remain low, or fall further, 
it would have an impact on those states that rely on 
oil revenue to pay the bills, with knock-on 
consequences for trade credit insurers. 

Contacts: David Chadwick and Graham Gowland 

FURTHER INFORMATION 
To find out more about our services and expertise, 
and key contacts, go to: kennedyslaw.com 
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The information contained in this publication is for general information purposes only and does not claim to provide a definitive statement of the law. It is not 
intended to constitute legal or other professional advice, and does not establish a solicitor-client relationship. It should not be relied on or treated as a 
substitute for specific advice relevant to particular circumstances. Kennedys does not accept responsibility for any errors, omissions or misleading statements 
within this publication.  

 

  

 
 

  

 
 

 Kennedys is a global law firm operating as a group of entities owned controlled  
or operated by way of joint venture with Kennedys Law LLP. For more information  
about Kennedys’ global legal business please see kennedyslaw.com/regulatory. kennedyslaw.com 
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